Rules of engagement for safe testing
Lessonsmith T Level Cyber Security Placement · Filled in by: The student (with the supervisor) · When: Day 1, before any testing
⚠ Why this matters
Getting into, scanning or attacking any computer without permission is a crime under the Computer Misuse Act 1990, even "just to see". Ethical hackers always have written permission first. This is yours.

You may
· Test only the machines Lessonsmith gives you, in your own placement project
· Use the tools in your daily brief, during your working hours
· Practise on the Cyber Range, which is a pretend network
You must never
· Scan, test or try to get into the live Lessonsmith site, a school, a college, a business or anyone else's system
· Try to reach anything outside your own VM, or share your sign-in
· Copy tools, data or code out of the placement project without asking
· Keep going if something unexpected happens: stop, write it down and tell your supervisor
If you find something real
Stop, don't look further, and tell your supervisor the same day. Finding a problem and reporting it is good work.
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